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Digital Assets are here to stay, and are already being adopted at scale — by
institutions, payment networks, and sovereign governments alike. The technology shows
clear advantages to traditional financial infrastructure in liquidity, settlement speed, and
transaction cost. The question is no longer when, but how to implement it safely and
effectively.

Two fundamental challenges have historically limited digital asset adoption:
volatility and scalability. Stablecoins address both — independently issued digital
currencies pegged to a fiat currency like the US dollar, combining the efficiency of
blockchain technology with the price stability of traditional money.

The United States and European Union have emerged as global regulatory leaders
in this space. The GENIUS Act (US), the impending CLARITY Act (US), and MiCA
(EU) represent the most comprehensive legislative frameworks ever enacted for digital
asset regulation — stablecoins sit at the center of all three.

I. Sound Frameworks, Landmark Legislation

These frameworks represent a genuine regulatory achievement. For the first time
in American history, the GENIUS Act creates a licensing pathway for private entities to
issue digital currencies — a function that has been the exclusive domain of central banks
and sovereign governments since the founding of the modern financial system. That
privatization is only credible because the underlying requirements are sound: mandatory
1:1 reserve backing comprised of U.S. currency, Federal Reserve balances, and short-
term Treasuries; segregation from operational funds; prohibition on rehypothecation; and
monthly attestations certified by the issuer's executives. MiCA arrives at the same place
from the EU side, requiring full reserve backing, independent custody, and unconditional
redemption rights for every token holder. The CLARITY Act advances the same project
from a different angle — rather than mandating reserves, it writes digital asset
classifications into federal statute and establishes defined oversight boundaries between
the SEC and CFTC, ensuring the trading infrastructure surrounding stablecoins operates
under permanent, enforceable federal authority rather than agency guidance subject to
reversal. Three frameworks, two continents, one consistent conclusion: stablecoin holders
must be protected by mandatory reserve backing. On paper, they have never been better
protected.



Minting Key Governance. Harrison Harper

II. A Foundation, Not a Ceiling

These frameworks represent a foundation, not a ceiling. Every provision
discussed above answers the same question with precision: what must back a stablecoin
in circulation. The next question — one that two high-profile exploits in 2026 have made
urgent — is what must protect the infrastructure that creates those stablecoins in the first
place.

This is not a flaw in the existing frameworks. It is the natural next frontier.
Reserve requirements protect holders from insolvency. They do not govern who holds the
cryptographic keys that authorize new tokens to enter circulation — or how many
signatures that process must require, or what hardware those keys must be stored on.
Minting key governance is that set of controls. It protects holders from something
reserves cannot: unauthorized issuance. The two protections are complementary, and the
case for adding the second is made most clearly by what has already happened without it.

III. Two Incidents, One Pattern

Resoly — March 22, 2026

The first incident involved Resolv, a decentralized stablecoin protocol operating
outside the licensed issuer frameworks that GENIUS and MiCA define. On March 22,
2026, a compromised private key gave an attacker control of the minting function — a
single externally owned account with no multisig requirement and no maximum mint
limit. Approximately $80 million in unbacked USR was minted; $25 million in value was
extracted before the protocol halted. One might reasonably ask whether a licensed issuer,
subject to GENIUS or MiCA, would have fared any better. Two months later, that
question was answered.

StablR — May 24, 2026

On May 24, 2026, StabIR suffered a near-identical attack. StablR was not a DeFi
experiment. It was a licensed Electronic Money Institution operating under MiCA,
Tether-backed, with reserves held in segregated accounts and a marketing posture built
explicitly around regulatory compliance. Its minting wallet was secured by a 1-0f-3
multisig — a configuration that required only one compromised signer to hand an
attacker full administrative control. The attacker added their own address as an owner,
removed the existing signers, and minted 8.35 million USDR and 4.5 million EURR.
Approximately $10.4 million in newly created tokens were swapped on decentralized
exchanges; $2.8 million was extracted before detection. USDR fell 30%. EURR fell 22%.

The pattern is not ambiguous. Same attack vector. Same architectural failure.
Same result. Twice in sixty days. Both issuers had sound reserves. Neither was protected
by them.
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This is not a compliance failure. Both issuers met their legal obligations. Reserves
were present. Audits were current. Redemption rights were documented. What failed was
not the financial architecture that regulation requires — it was the operational security
architecture that regulation does not yet address. Minting key governance is a technical
problem, and the existing frameworks were simply not written to solve it. Reserve
requirements and key security standards are different instruments designed for different
threats. The legislation that exists today needs a technical companion — one that governs
not what backs a stablecoin, but what controls the infrastructure that creates it.

IV. What Standards Would Look Like

The good news is that this problem is not novel, and the solution does not require
inventing new technology. The controls that would have prevented both exploits are well
understood, widely available, and already required in analogous contexts across
traditional finance. What is missing is their application to stablecoin issuance
infrastructure. Three categories of standards would close the gap.

Multisig Thresholds

No single key should ever be sufficient to authorize a mint. StablR's 1-0f-3
configuration — in which one compromised signer was enough to seize full
administrative control — represents a governance architecture that regulators should not
permit at any circulation scale. A reasonable baseline for all licensed issuers is a
minimum 2-0f-3 threshold, with thresholds that scale proportionally as circulation grows.
The greater the value a minting key controls, the greater the consensus required to use it.

Hardware Security Requirements

A multisig arrangement is only as strong as the security of each individual key.
Signing keys stored in software — on a server, in a cloud environment, or on an internet-
connected machine — are exposed to the same class of attacks that compromised both
Resolv and StablR. Keys should live in dedicated hardware security modules: physical
devices designed specifically to generate, store, and use cryptographic keys without ever
exposing them to a connected system. The requirement to use them should be explicit,
not assumed.

Key Rotation

Static keys are permanent vulnerabilities. A key that never changes gives an
attacker unlimited time to find it. Licensed issuers should be required to rotate signing
keys on a defined schedule — annually at minimum — with documented emergency
rotation procedures that can be executed quickly if a compromise is suspected. Rotation
should require proof that prior keys have been invalidated, not simply replaced.
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V. What Traditional Finance Already Requires

None of these proposed controls are new ideas. Traditional finance arrived at all
of them the hard way — through real losses followed by regulatory responses that made
the same loss impossible to repeat.

The Federal Financial Institutions Examination Council has required dual control
over high-value transactions for decades. No single employee at a regulated financial
institution can unilaterally initiate and approve a large wire transfer. The principle is
simple: consequential actions require more than one person's authorization. It exists
because regulators decided that the risk of a single bad actor — or a single compromised
credential — was too high to leave unaddressed. That is the same principle behind a
multisig requirement for minting authority.

The clearest parallel, however, is SWIFT. In February 2016, attackers
compromised Bangladesh Bank's internal systems and used fraudulent SWIFT messages
to attempt the transfer of $951 million from the bank's account at the Federal Reserve.
Thirty of the thirty-five transfer requests were blocked. Five went through. $81 million
reached accounts in the Philippines, where it was quickly withdrawn and laundered
through casinos. The attack did not exploit a flaw in SWIFT's core protocol. It exploited
weak credential management and the absence of adequate controls around who could
authorize a transfer.

The response was the Customer Security Controls Framework — a mandatory set
of security requirements that all SWIFT member banks are required to implement and
attest to annually: HSM requirements for message authentication, multi-person
authorization for payment initiation, and continuous monitoring for anomalous activity.
The before and after were clearly defined.

That is precisely the moment stablecoin regulation is in now. The Resolv and
StabIR exploits of 2026 are the Bangladesh Bank hack of on-chain finance — the same
class of attack, the same architectural vulnerability, the same preventable outcome. The
regulatory response should follow the same logic.

There is one meaningful difference between the TradFi context and the stablecoin
context, and it cuts in favor of stricter standards, not looser ones. SWIFT security governs
human operators inside institutions — there are fraud departments to call, compliance
officers to escalate to, and in some cases transfers that can be reversed. A compromised
minting key on a stablecoin contract operates at the protocol layer. There is no fraud
department. There is no reversal. Once unauthorized tokens are minted and swapped on a
decentralized exchange, the damage is done and it is permanent. The irreversibility of on-
chain actions makes the controls upstream of execution essential in a way that has no
TradFi equivalent.
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VI. Conclusion

Minting key governance standards are a natural extension of what the existing
frameworks got right. They are not a constraint on legitimate issuers — a compliant
issuer running sound operations would never notice them. They are a floor that makes the
attack surface smaller for everyone, protects the holders that regulation exists to serve,
and preserves the institutional trust that the industry has spent years earning and cannot
afford to lose to a repeatable, preventable exploit.

The Bangladesh Bank hack of 2016 was a watershed. Regulators identified what
had failed, required the controls that would prevent it, and the global financial system
moved forward more secure than before. Resolv and StablR are that moment for
stablecoin issuance infrastructure. The frameworks that got us here are well built. This is
simply what comes next.



